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The Federal Trade Commission (the "Commission") released for public

comment on November 29th a proposed Consent Order for settlement

following its long-standing investigation of the privacy practices of social

media giant Facebook, Inc. (In the Matter of Facebook, Inc). Upon review

of public comments following the 30-day comment period, the Commission

will either make the Consent Order final or withdraw from the settlement

agreement and consider other "appropriate action." The settlement would

bring closure, at least for now, to the official federal investigation of

Facebook's privacy practices as the company heads toward a possible

IPO in 2012. Regardless of which course the Commission takes, the draft

Consent Order and the underlying Commission complaint warrant careful

review, not just by major players in the social networking industry but by all

businesses that seek to tap into the marketing and advertising potential of

social media.

Background of Facebook's Relevant Privacy Practices

Since 2004, Facebook's social networking website, initially a college

campus phenomenon, has grown to become the most prominent website

of its kind, with an estimated 750 million users worldwide as of this past

August (according to the Commission). Facebook allows users to create

online profiles that can contain a wide range of personal content, including

not only basic, mandatory identifying data such as name, gender, and e-

mail address, but also detailed, volunteered information on personal

interests, education and work status, relationship status, political and

religious views, "Friends" lists, Web pages viewed or "liked", and user-

uploaded content such as text, photos and videos. Users' profiles are

stored on Facebook's computer network, and each profile is assigned a

unique User Identification Number ("User ID").

In 2007, Facebook introduced its Facebook Platform to host third party

software tools and applications, such as games, with which Facebook

users can interact and share data. Third parties who provide such "apps"

on Facebook can gain access to a user's profile information when the user

authorizes such access. Facebook maintained a "Central Privacy Page"

which users were told would allow them, among other things, to make

choices to control who would have access to their profiles and personal

data.
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In late 2009, Facebook implemented a significant set of changes to its

privacy policy, a number of which had the effect of overriding users' prior

choices to restrict disclosure of their profile information and to increase

public access to such information despite users' prior choices under the

Facebook privacy policy. For example, access to a user's "Friends List",

following the 2009 policy changes, could no longer be restricted only to a

user's designated Friends.

In addition to the introduction of the Facebook Platform and the 2009

overhaul of its privacy policy, Facebook also took a number of other

privacy-related actions between 2008 and 2010, including (i) informing

users that Facebook Platform applications would only access user profile

information to the extent needed for the applications to operate, (ii) stating

that Facebook did not share users' personal information with advertisers

on Facebook, (iii) assuring users of so-called "Verified Apps" on Facebook

that the company had taken steps to verify the security of such apps, (iv)

assuring users that access to their profile information, including photos

and videos uploaded by the user, would be cut off following the user's

deactivation or deletion of her Facebook account, and (v) stating that

Facebook was operating in compliance with the US-EU Safe Harbor

Framework, a voluntary framework that allows US companies to transfer

personal data of EU data subjects to the US.

The Commission's Complaint

Public complaints about Facebook's privacy practices in recent years led

the Commission to launch an investigation of the company's privacy

practices and culminated with the Consent Order and a simultaneously-

released draft complaint against Facebook. The complaint sets forth eight

counts addressing the Facebook practices described above which are

alleged to have violated Section 5 of the FTC Act as deceptive and/or

unfair business practices. Each count is briefly summarized below. (Note

that pursuant to the Consent Decree, Facebook has admitted to no

violations of law and denies all allegations in the complaint other than

those relating to jurisdiction.)

Count 1: Deceptive Privacy Settings. The Commission noted Facebook's

representations to users that they can "control who can see" their profile

information and thereby restrict access to such information to specified

groups (such as "Friends"). According to the complaint, such user choices

to restrict access are not always effective. For example, Facebook did not

adequately disclose that even though a user can control the information

she shares with an application on the Facebook Platform, the same user

cannot control the sharing of her profile information by her Friend who
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uses the same or a different application. The Commission found this

failure to disclose how a user's profile information can be accessed by

applications that are used by the user's friends to be false and misleading.

Counts 2 and 3: Unfair and Deceptive Privacy Policy Changes. In late

2009, Facebook initiated a series of changes to its privacy policy using a

multipage notice (the "Privacy Wizard") which walked users through

changes and purported to offer users more control over their information.

However, the effect of some of the changes was to limit users' ability to

control the sharing of their information and indeed to override previous

choices made by users to restrict sharing of their information. For

example, according to the complaint, users were no longer able to block

Platform Applications used by their Friends from accessing the user's

profile information or to restrict access to their Friends list by using

Facebook's privacy settings. The Privacy Wizard notice did not disclose

that users' prior choices on these privacy features were being overridden,

and the Commission found such non-disclosure to be "material" to

Facebook users. Accordingly, the complaint alleges that both the

information contained in and the information omitted from the Privacy

Wizard notices constitute deceptive business practices. Further, the

retroactively effective change in Facebook's privacy policy without

informed user consent is alleged to constitute an unfair business practice.

Count 4: Platform Applications' Access to User Information. The

complaint notes that Facebook has made numerous public statements to

the effect that Platform Applications only access such information from a

user's profile as is required for the application to work. According to the

complaint, however, Platform Applications have had unlimited access to

user profile information even when such information is irrelevant to an

application, making Facebook's public statements false and misleading.

Count 5: Disclosure of User Information to Advertisers. The complaint

alleges that Facebook has stated in various iterations of its privacy policy

and on company blogs that it does not share identifying personal

information of users with advertisers on Facebook. According to the

complaint, however, Facebook did share user IDs with advertisers and

thus enabled them to have access to personally identifying information

about users.

Count 6: Verified Aps Program. In 2009 Facebook promoted certain

Platform Applications as "Verified Aps" and stated that such applications

had passed "a detailed Facebook review" to confirm compliance with

Facebook privacy and security policies. The complaint alleges that in fact

Facebook undertook no such reviews or verification efforts as compared to
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any other applications available on Facebook. The Verified Aps campaign

was also alleged to have made false and misleading representations.

Count 7: Disclosure of User Photos and Videos. Facebook's privacy

policy and help centers, according to the complaint, tell users that if they

deactivate or delete their Facebook accounts, their profile information—

including uploaded photos and videos—will not be accessible or will be

permanently deleted. However, the Commission alleges that links to user

photos and videos continue to be accessible to other Facebook users and

Platform Applications even after the user's deactivation or deletion of his

account, rendering the Facebook statements false and misleading.

Count 8: US-EU Safe Harbor Framework. A fundamental element of

compliance with the US-EU Safe Harbor Framework is an organization's

adherence to strict requirements for clear and accurate notice of its

privacy practices and for offering users meaningful choice to opt out of

disclosures of personal information to third parties. In light of the other

allegations in the complaint, the Commission also charged that

Facebook's representations of compliance with the Framework constituted

a deceptive trade practice.

Terms of the Proposed Settlement Agreement

No monetary penalty is assessed against Facebook under the proposed

Consent Order. However, the Consent Order would impose a broad set of

requirements on Facebook for the next twenty years, many of which are

now customary provisions of Commission settlements with businesses for

deceptive and/or unfair privacy and data security practices, including,

among other things, (i) prohibitions against further acts and omissions of

the type specified in the complaint, (ii) requiring Facebook to obtain

express, informed consent from users for any uses of personal information

which exceed the limits contained in a user's Facebook privacy settings,

(iii) implementing measures to ensure that user-posted profile information

cannot be accessed by any third party from Facebook-controlled servers

more than 30 days after a user has deactivated or deleted her account,

(iv) implementing a comprehensive privacy program throughout the

company, including employee training and incorporation of privacy

requirements in product design and development, (v) conducting biennial

third party assessments of the company's privacy compliance program for

the next 20 years, and (vi) extensive record-keeping requirements for such

items as Facebook's public statements about its privacy practices,

consumer complaints received by Facebook, any documents that call into

question the company's compliance with the Consent Order, audit records,
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and documents recording user consents to changes in Facebook's privacy

practices.

Implications of the Facebook Settlement

After several years of running public battles between Facebook and its

users over the company's privacy practices, it is unclear whether the

proposed settlement, if adopted by the full Commission, will satisfy the

Facebook user community. The Consent Order cannot be used as

evidence of any admissions by Facebook in private litigation, and it is

binding only on Facebook. Nonetheless, the Facebook settlement, like the

Commission's other privacy-related consent orders in recent years, adds

to an evolving, if piecemeal, set of enforcement standards for interstate

privacy and data security practices under Section 5 of the FTC Act. For

several years the Commission, through public hearings and white papers,

has examined the threats to consumer privacy that are specific to the

rapidly changing realm of social media, interactive digital technologies and

behavioral advertising. The Facebook settlement is to date the most

comprehensive enforcement investigation by the Commission in this

dynamic area of e-commerce.

Whatever other lessons can be drawn from the Commission's handling of

the Facebook matter, it is clear that the Commission (and those who follow

its lead, such as state attorneys general and plaintiffs' lawyers) will hold

businesses in the social media ecosystem to a reasonably high standard

of transparency and accuracy in the disclosure of their data privacy and

security practices and of what constitutes informed user consent to

changes in those practices. And the Facebook settlement also makes

clear that companies may be held to account not just for promises made to

users in the official company privacy policies, but for statements about

privacy made by employees on company blogs or in other public media.

For more information, please contact John B. Kennedy at +1 212 259

8505 or jkennedy@dl.com, or your Dewey & LeBoeuf relationship lawyer.
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