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Summary 

On March 5, 2012, the NAIC Market Regulation and Consumer Affairs 

Committee adopted its white paper on social media. The next day, the 

NAIC Executive accepted the committee’s recommendations. With 

heightened regulatory focus on social media, it is especially important that 

insurers should consider whether they are fully compliant with all rules. 

* 

Social media sites are essentially interactive marketing and networking 

forums where consumers can post their own content. Many companies, 

including insurance companies, try to leverage social media to generate 

user loyalty through connection and interaction. By encouraging 

customers to enter personal data on company-sponsored sites, they hope 

to forge stronger bonds with them. Evidence shows these methods work. 

Even the NAIC and state insurance departments have Facebook and 

Twitter sites!  

But along with the benefits, social media usage also carries risks of 

serious potential legal liability. And that’s especially true when you allow 

and invite customers to post their personal data and comments.  

You can manage these risks by rigorously keeping your privacy and data 

security commitments to customers and other users, and by monitoring 

the use of social media by affiliated third parties, such as agents and 

producers. It is critical to coordinate your social media strategy and 

policies with other applicable company policies (including, for example, 

insurance regulatory compliance, employee use of company systems, 

record retention and customer privacy policies). 

Important Recent Developments 

There are two recent social media legal developments that underscore the 

risk and compliance concerns that insurers should know about. 
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Facebook
1
  

The Federal Trade Commission’s settlement with Facebook in 

November 2011 is the most significant federal guidance to date on 

social media privacy issues. Its main principles are (1) accurate 

disclosure of security and privacy policies, and (2) informed user 

consent to any changes.  

The FTC charged that Facebook promised its users that they 

could "control who can see” their profile and private information, 

and also restrict its circulation to “friends.” Instead, the FTC 

charged, Facebook changed its terms without consumer 

permission so that, among other things, privacy settings were 

disregarded; personal information became public; third-party apps 

had access to all of a consumer’s personal information, not just 

the information the apps needed to operate; Facebook’s promised 

“certification” of the security of its “Verified Apps” program was 

never carried out; and personal information was shared with 

advertisers. 

Facebook denied the charges but agreed to a settlement that 

imposes a 20-year independent audit requirement; forbids any 

misrepresentations about privacy or security; and requires 

consumers’ explicit agreements to any changes that override their 

privacy settings. 

An FTC “twitterchat” summed up the Facebook lessons this way: 

"Honor your promises, do privacy by design & no material 

retroactive privacy changes w/o user consent"”
2
  

NAIC White Paper on Social Media
3
  

The NAIC paper on social media, adopted March 5-6, 2012, 

covered many issues. Among its recommendations are that social 

media will essentially be considered as advertising and marketing 

materials, must be accurate and up-to-date, and should be subject 

to comprehensive policies and controls for social media that 

comply with appropriate state regulations.  

                                                      
1
 Our firm issued a client alert on the FTC/Facebook settlement: 

http://www.deweyleboeuf.com/en/Ideas/ClientAlerts/2011/11/20111130_-

TheSocialNetworkGetsaPrivacyReportCard 
2
 http://www.ftc.gov/opa/socialmedia/twitterchats/facebook-twitterchat.pdf 

3
 Our firm issued a client alert on the NAIC draft white paper: 

http://deweyleboeuf.com/~/media/Files/clientalerts/2011/20110811-

NAICReleasesDraftWhitePaper.ashx 
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It also recommended that insurers make sure that any 

recommendations for specific insurance products are suitable for 

everyone who receives the communication. 

The paper also identified producers as heavy users of social 

media and concluded that, if producers’ social media 

communications can be attributed to their carriers, regulators will 

do that. An insurer that uses social media, or allows its 

“associated entities” to use it, must be sure that it can oversee all 

social media uses, keep comprehensive records and maintain 

required privacy protections.  

A Partial Checklist of Basic Questions 

Here are some of the questions that insurers should be asking if they 

intend to use social media marketing strategies. Insurers at different 

stages of involvement, or in different markets, may already have either 

asked these questions or have other issues.  

Does Your Social Media Site Comply with Insurance 

Regulations? 

1. Using social media for advertising is a smart idea. But are 

you complying with industry-specific rules on advertising?  

2. For example, most state insurance departments have 

strict standards on advertising claims. In several states, 

those rules apply to social media as well as established 

advertising methods. Are you reviewing your social media 

advertising against the correct regulations? 

Insurer Liability for Employee, Producer, and Agent Postings  

3. Your employees may monitor professional social 

networking sites and post intelligent comments on them. 

In many cases, their involvement enhances the image of 

your company. But have you instructed them to use the 

caution, “This post reflects my personal views, not those 

of my company”? 

4. Your company knows it is liable for the acts of its 

employees and agents. But do you monitor the 

communications of your independent producers, including 

their Twitter and Facebook sites? If they use those sites to 

generate business for your products, they may be 
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speaking in your name. Regulators may likely assume you 

are liable for what they say and show.  

5. Does your company have a policy that regulates producer 

social media sites? When did your company last review it? 

6. Besides regulatory concerns, do you monitor what your 

producers are saying about your products and how they 

present them? Do they have any idea of how your 

company wants to position itself? For example, are they 

promoting a $1,000,000 life insurance policy with the 

slogan, “How to Skin a Million-Dollar Cat”? (We actually 

saw this.) 

7. Do your producers use a Linked-In profile page to 

promote your products? In some states, that is 

advertising. 

8. What specific states do your social media advertising 

affect? With print ads, you knew electronic advertising is 

nationwide. Is your producer in one state exposing you to 

liability in other states? Even assuming that your producer 

diligently complies with his/her home-state laws, is he/she 

complying with, for example, California law as well? Has 

the producer taken steps to exclude that risk? Does the 

producer even know how? Do you know?  

9. Federal and state laws impose record-retention 

obligations on some types of business records. Social 

media sites (including your producer sites) could very well 

be business records. What steps are you taking to comply 

with record retention laws? Where are those records 

retained? Are they secure? Are they being backed up 

regularly? How long are those records actually being 

kept? Do you know the answers to these questions? 

10. Does your social media site permit the uploading of music 

and video files and other copyrightable content? Does the 

website policy have an appropriate “safe harbor” 

disclosure under the Digital Millennium Copyright Act? 

11. Are you familiar with the “entanglement” or “adoption” 

theories? Those are presumptions that can make you 

liable for the social media content of unrelated third 

parties under some conditions. Do you know what these 
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conditions are? Do you know who monitors your 

company’s compliance? 

12. Do you have a policy that covers your employees’ use of 

smartphones and BlackBerrys? Have you reserved the 

right to “scrub” those devices remotely if the employees 

leave the company? Do they know that? Can you prove 

it? 

When the Regulators Come Knocking  

13. Several jurisdictions have started data calls for social 

media policies and/or included social media practices in 

market conduct examinations. Are you prepared to 

produce your policies on social media usage, approved 

training and related record retention programs? 

14. Are you familiar with the conclusions of the NAIC white 

paper on social media (discussed above)? Regulators will 

expect you to explain what you’re doing to comply, and to 

explain and document the decisions you’ve made.  

15. Do you use financial advisors — subject to FINRA 

regulation — to market your products? If so, are you 

compliant with the supervision and recordkeeping 

requirements of FINA Regulatory Notices 10-06 and 11-

39?  

Data Security      

16. Are you at risk for claims of misappropriation of sensitive 

customer information because of an intentional or 

negligent security breach?  

17. Does your company’s information security policy and 

employee handbook take account of the risks of using 

social media?  

18. Have you ever run a security audit? 

19. Do you know if your audit recommended security 

enhancements? If it did, are you sure someone actually 

made the enhancements? If not, do you know why? 
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20. When did you last update your security breach response 

policy? Are you fully prepared for a major security breach 

one hour from now?  

21. Are any of your company’s social media functions 

outsourced to third party service providers such as cloud 

services hosting providers? If so, does the contract cover 

data security requirements applicable to your business 

and your customers? 

Privacy Requirements and Disclosures 

22. Are you compliant — to the extent applicable — with 

HIPPA, Gramm-Leach-Bliley, and state privacy laws like 

California’s Insurance Information and Privacy Protection 

Act (IIPPA)?  

23. Does your social media website have conspicuous privacy 

practices disclosures that are clear, accurate, and comply 

with state and federal law? Do you comply with the letter 

of your practices as you have disclosed them? 

24. Is your site enabled for mobile communications users (like 

cell phones or BlackBerrys)? If so, do the privacy 

disclosures and marketing practices comply with law and 

industry guidelines such as the Mobile Marketing 

Association guidelines? If you use or license special 

”apps” in your mobile marketing program, do they comply 

with the guidelines recently issued by the California 

Attorney General and the six major mobile apps 

developers? 

Specialized Usages of Social Media Sites/Telematics 

25. What happens if your customer embraces your social 

media site so much that he or she tries to file claims or 

complaints on it? Do you allow this? If not, do you provide 

a link to the right place to file a claim or complaint? If you 

haven’t, will you try to disallow a claim made on your 

interactive social media site?  

26. Does your social media site track geographic location? To 

the FTC, that may be deemed “sensitive personal 

information” and subject to heightened scrutiny under 

current FTC enforcement practices.  
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27. What steps have you taken to protect yourself against 

claims of reputational damage caused by content posted 

on your social media site? Do you have a response plan 

for both legal requirements and for public 

communications? 

Liability for “Inappropriate” or “Defamatory” Postings 

28. What security do you have to protect against inappropriate 

or defamatory references being posted on your public 

sites? 

29. Who monitors public postings for your company? 

30. Have they been properly trained on what “inappropriate” 

or “defamatory” means? Do you maintain and monitor 

training records?  

31. How often are their instructions reviewed? Are you using 

standards that are a year or two old? 

32. If you encourage customers to enter endorsements or 

testimonials, are you risking exposure to claims of unfair 

insurance practices or unfair trade practices for 

inappropriate or unauthorized postings? 

Improper Uses of Information Collected from Social Media 

Sites 

33. Does your social media site have an acceptable use 

policy, terms of use, or other published “rules of the road” 

to notify users of acceptable and unacceptable postings to 

and use of the site? Do you follow these policies to the 

letter? 

34. Does your company gather social media information on 

potential or actual employees? Are you miffed if they 

discuss working conditions and compensation at your 

company? Do you discourage or prohibit employees from 

doing so? Do you consider their social media postings in 

employment decisions? If you do, has the company 

assessed the associated risks following termination or 

other adverse decisions affecting employees who are 

monitored?  



Dewey & LeBoeuf LLP | client alert  8 

Social media is a new, great, and rapidly evolving marketing tool. But, 

because social media sites and their uses have evolved so quickly, law is 

still chasing technology. Informed and current professional advice is 

critical to comply with the law.  

This summary of issues is not intended to serve as legal advice. The risks 

associated with the use of social media must always be assessed on an 

individual company basis. If you have questions, we would be glad to help 

you. 

For more information, please contact James Woods at + 1 212 259 8180 

or jwoods@dl.com, John Kennedy at + 1 212 259 8505 or 

jkennedy@dl.com, Steven Levitsky at + 1 212 259 8309 or 

slevitsky@dl.com, Margaret Keane at +1 415 951 1137 or 

mkeane@dl.com, or your Dewey & LeBoeuf relationship lawyer. 

This memorandum is intended only as a 

general discussion of these issues. It is 

not considered to be legal advice. We 

would be pleased to provide additional 

details or advice about specific situations. 

For additional information on this 

important topic, please feel free to call 

upon your Dewey & LeBoeuf relationship 

lawyer. 
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